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TunoBbie TeMbl KOHTPOJIbHOH PadOTHI

1. Knaccudukamuss METOIOB W CPEACTB MPOTPAMMHO-ANIAPATHON  3aIUTHI
uHpopManuu.

2. HopmatuBHBIE TpPaBOBBIC AaKTHl, HOPMATHBHBIE METOJUYECKHE [IOKYMEHTHI, B
COCTaB KOTOPBIX BXOIAT TPEOOBAHMS M PEKOMEHIAIMHU IO 3alIuTe WH(OpMAIUU
POrpaMMHBIMU U TIPOTPAMMHO- allapaTHbIMU CPEICTBAMH.

3. Crangapthl mo 3amuTe UHGOPMAIIUU, B COCTaB KOTOPHIX BXOJISAT TPEOOBAHUS U

PEeKOMEHJAIMK TIO0 3amuTe WHGOPMAIMK MPOTPAMMHBIMH W MPOTPaMMHO-

anmapaTHBIMU CPEACTBAMHU.

MeTtoibl co3ianus 6€30MacHbIX CUCTEM.

MeToa00THs MPOSKTUPOBAHUS TApaHTHUPOBAHHO 3amuieHHbIX KC.

HcTouHnKY 1ecTabnIn3upyIONiero BO3ASHCTBHS Ha OOBEKTHI 3aIUTHI.

[TpuunHbI ¥ yCIOBUS 1€CTA0MIU3UPYIOLIETO BO3IEHCTBUS HA HH(OPMALIHIO.

[ToHsiTHEe HECAHKIIMOHUPOBAHHOTO JocTyna K MH(GopMauuu. OCHOBHBIE MOAXO]IbI

Kk 3amute napopmarun ot HCI.

9. Opranmsanus goctymna K (aiiiaaM, KOHTPOJIb AOCTYIa U pasrpaHUYeHHUEe JAOCTYIIA,
nepapxuueckuit 1ocTyI K ¢ainam. Oukcanus goctymna K Qaiiam.

10.Ocobennocty 3ammThHl JaHHBIX OT n3MeHenus. [lludpoBanue.

11.Cuctembl THHA DJNEKTPOHHBIM 3aMOK. D3 ¢ TPOBEPKON  IEIOCTHOCTH
MPOrpaMMHOM CPEJIbI.

12.Tlonsatue AM/I3 (moBepeHHas 3arpy3Ka).

13.1Ipumenenne 3akiajoK, HAMPaBICHHBIX Ha CHIKEHHE 3((HEKTUBHOCTH CPEJCTB,
3aMBIKAIOIINX CPEIy.

14.3amaun 3anutel [IO oT u3yueHus u cmocoObl ux pemeHus. 3ammrta [IO ot
3acceMOTMPOBAHMSL.

15.BpenonocHoe mnporpamMmHoOe oOecreyeHue Kak OcCOObI BHJ pa3pylIaroIINX
BO3JICUCTBUH.

16. Knaccudukamus BpeJOHOCHOTO IPOTPaMMHOT'0 0OECTIeUeHHUSI.

17.Cxema 3apaxenus. Cpeactsa HeWTpanuzanuu BpegoHocHoro [10. Ipodpumakruka
3apakeHUSI.

18.Ilouck crnenoB akTuBHOCTH BpenoHocHoro 10.

19.Peectp Windows. OcHOBHBIC BETKH, COACpIKAIINEe HHPOPMAIIUIO O BPEIOHOCHOM
I10.

20.botuetsl. [Tpuntun GyHKImoHupoBanus. MeToasl 0OHapyKEHHUS.

21.Knaccudukanuss aHTUBUPYCHBIX cpeAcTB. CHUTHATYpHBIM W 3BPUCTHUYECKUIN
aHau3.

22.3ammra OT BUPYCOB B "pydHOM pekume".

23.OCHOBHBIE KOHIICTIIMU TIOCTPOCHUS CHCTEM AaHTUBUPYCHOW 3alIMThl Ha
IPEINPUATHH.

24. HecaHKIIMOHMPOBAHHOE KOMMMpOBaHUe nporpamm kak turm HC/I.

25.10puanueckue acnekThl HECAHKUMOHMPOBAHHOTO KOMHMPOBAHMS IMPOTPAMM.
OO1iee MOHATHE 3aIUTHl OT KOMHUPOBAHHUSL.

26.3ammTHRIE MEXaHU3MBI B COBPEMEHHOM MTPOrPaMMHOM OOECTICUeHHH Ha MPUMEpe
MS Office.

27.1IpoGiema 3auThl OTYYkKAaeMbIX KOMIIOHEHTOB [I9BM.

28.MetobI 3amu Tl HHGOPMAIIH HA OTIYX)AaeMbix HocuTensix. Llndposanne.

NG



29.CpencTBa BOCCTaHOBJIECHHSA ocTaToyHOW WHGpopmarmu. Co3gaHne MOCEKTOPHBIX
o6pazoB HXXM/I.

30.Bbe3Bo3BpaTHOE yaaneHue JaHHbIX. [[pUHINIIBI U AITOPUTMBI.

31.Yerpoiicta Touch Memory.

32.COB u COA, otiuuus B pyHkiusax. OcHoBHble apxutekTypbl COB.

33.Ucnonws3oBanue ceTeBbix cHUGdepoB B kadecTBe COB.

34. Anmaparnsiii komnoreHT COB. [Iporpammusiii komnonenT COB.

35.Knaccudukanus cucreM oOHapy>KeHUST BTOPKCHUH.

36.O0HapyXxeHue CUTHATYP.

37.0O0HapyKXeHrne aHOMaJIHH.

38.11ItatHbIe cpeacTBa 3amUThHI HHGOpMAIK cTeka mpoTokonoB TCP/IP.

39.CpencrtBa uaeHTUPUKALMKA U ayTeHTHU(UKALKUKA Ha Pa3HbIX YPOBHSIX MPOTOKOJIA
TCP/IP,

40. 10CTOMHCTBA, HEOCTATKH, OTPAHUYCHHSI.

41.BuptyanpHas yacTHas ceTb. OyHKIMM, Ha3HAYCHHUE, TPUHITUI IOCTPOCHHUS.

42.YcrpoiicTBa, oopaszyromue VPN. KpuntomapmpyTuzatop u KpuntohuasTp.

43.MexceteBbie dkpanbl Tuna firewall. JlocTtonHcTBa, HEOCTATKH, pean3yeMble
MOJUTHKYU 0€30IaCHOCTH.

44.,0OcHonbie Tumnbl firewall. CumMmeTpuuHbie 1 HecuMMeTpuuHbIe firewall.

45.01HOXOCTOBBIE U MYJIbTHXOCTOBBIE firewall.

46.OCHOBHBIE THIIBI APXUTEKTYp MyJIbTHXOCTOBBIX firewall. TpeboBanus k xKaxmomy
XOCTY, UCXO/IS U3 aPXUTEKTYPHI U BHIITOJIHAEMBIX (YHKIIHHA.

47.0OcHOBHBIE TUIIBI YTpo3. Moiens HapyIIUTEIIs.

48.CpencrTBa HISHTU(PHUKAMHI U ayTEHTU(PUKAIUK. Y IPaBICHHE JOCTYIIOM.

49.CpencTBa KOHTPOJIS IIETOCTHOCTH MH(POpMAIUY B Oa3ax JTaHHBIX.

50.CpenctBa ayauta U KOHTpoJdsi OesomacHoctu. Kpurtepuum 3amumieHHocTd 0a3
JTAaHHBIX.

51.TlonsiTie 1 00OCHOBaHWE HEOOXOAMMOCTH HCIIOJIb30BaHUS MOHHTOPWHTA Kak
HEOOXOMMOI KOMITOHEHTHI CHCTEMBI 3allIUTHl HH(POpMAaIIHH.

52.Knaccudukarus ceTeBbIX MOHUTOPOB.

53.Cuctemsl ynpasieHus: cOObITUSIMEI HH(OopManmoHHoit 6ezonacHoctu (SIEM).

Tunosbie BONPOCHI K IK3aMEHY

HBoo~NooO AWM E

12.
13.

0.

Wnentudukamnus cyOobexTa

Wnentuduumpyromas nadopmanus

ITonsTHE 3aIUIEHHON CUCTEMBI

[IpaBuiia pasrpaHu4eHus J0cTyna

Monenun OC. CpaBaurensHsiii aHanns OC

N30uparenpHOE pa3rpaHudYeHUE JOCTyNa

W3onupoBaHHas nmporpaMmHas cpeaa

ITomHOMOYHOE pa3rpaHudeHue 10cTyna 6€3 KOHTPOJI HHPOPMALIMOHHBIX IOTOKOB
ITostHOMOYHOE pa3rpaHUYEeHHE JOCTyNa

Marpuna gocTymna 1 BEKTOp A0CTyIa

Ob6ecneuenne koHpuaeHMaTbHOCTH (paBuia NRU u NWD)
Kpurepun nndopmarnmonHoit 6e30macHOCTH

Texnomorus D111



14. [TonsTre “1000BOM aTaku”, METOABI (POPMUPOBAHUS MTAPOIICH

15. Meronbl 60pb0BI ¢ TOIOOPOM UACHTHPHUIUPYIONIEH HH(OpMALIUN
16.  Meroxst 60pbOBI ¢ TOAOOPOM MAPOIIEH, MTOTYYEHHBIX HA OCHOBE OIIMOOK
aJIMUHUCTpATOpPa

17.  Meronpl 00pbOBI ¢ TOIOOPOM MAPOJIEH, MOJYUEHHBIX HA OCHOBE OLUIMOOK peann3alnun
18.  CoumanbHas NICUXOJOTHS U MHBIE CIIOCOOBI MOTyUEHUs Maposien
19.  IlpuHIMIIBI TOCTPOCHUS KPUTITOCUCTEM

20.  YpOBHM KpUNTOCHCTEM

21. Komnonents! Kpunrocucrem

22.  @®yunkuuu Kpunrtocucrem

23.  Meroapl mosydeHus “ciry4aiiHOCTH

24.  Ilpunnuns! noctpoenus reaepatopos I[1CIT u UCIL

25. ApxuBanys. AITropuTMbl ApXUBALAA

26. I'enepauus karouent. Pactipenenenue kinrodeil. [ maBHbIi KiIroy.

27. BoccranoBnenne cucteMsl pU KOMIPOMETANUN KITFOUEH

28.  Knaccugukanus KpunToanropuTMoB

29.  CuMMETpUYHBIC KPUIITOAITOPUTMBI

30.  AcuMMeTpUYHBIE KPUIITOAITOPUTMbI

31.  Texuomnorus XsmI-QyHKIHN

32.  Kpunrocucrema cemeiictsa nporpamm ViPNet.

33.  CocraB u Ha3HaueHUe KOMIIOHEHTOB ViPNet [ AamunaHCTpaTOp]
34. CoctaB u Ha3HaueHnue kommnoHeHToB ViPNet [Koopaunatop]

35. CocraB u Ha3HaueHne komnoHeHTOB ViPNet [KnueHnrt]

36. CocraB u Ha3HaueHue koMrnoHeHToB ViPNet [Kpuntomanus|

37.  CocraB u HazHaueHue komnoneHtoB ViPNet [PersonalFirewoll]
38. Hasnauenue u npuHnmns! nocrpoenus VPN

39.  ®opmmpoBaHHUE CTPYKTYpHI BUpTyansHOU cetn ViPNet

40. dopmupoBanue kioueBoi nHpopmanuu ViPNet

41. Copnepxanue KitoueBoro Habopa u *.dst — daiina @opmupoBanue Kirrouei npu
U3MEHEHUSAX B CTPYKTYpe CBOEH ceTH

42.  MexcereBoe B3aumo/eiicteue ViPNet

43.  IIpotuBOAEHCTBUE U3YUEHUIO UCXOHBIX TEKCTOB

44.  IlpotuBojeicTBUE aHAIN3Y ABOUYHOTO KOJa

45, 3amura ot PI1B
46.  Knaccudukarnus PIIB

47, Mertoapl U cpecTBa 3alTuThl HHPOPMAIIUKA OT TEXHUYECKHX COOEB, TIOJIOMOK,
CTUXUUHBIX O€ICTBUI

48. ITonsaTHe N30LITOYHOCTH

49, [TpuHIHITB! GYHKITMOHUPOBAHUS CUCTEM B UPE3BBIYAWHBIX YCIOBUSIX. BOocCTaHOBICHME

PaboTOCIIOCOOHOCTH CUCTEM



