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NnoaroTOBKM

HanpaBneHHOCTb [porpamMmMHasg nHxeHepus
(npodounb)

dopma 0byyeHus 3ao04Has

Kadenpa- ABTOMaTUKN U KOMMNBbIOTEPHbLIX CUCTEM
pa3paboTymk

Beinyckatowas ABTOMaATMKN N KOMNbIOTEPHbBIX CUCTEM
kadegpa

TunoBble 3agaHnsa ANst KOHTPONbHOU PaboThbI:
BapunaHTbl KOHTPOIbHOM PaboThbl:

BapuaHT 1:

[EEN

. [laTb onpeaeneHne KOMNbIOTEPHOTO NPECTYN/IeHUA.

2. BpegoHocHoe MN0.

3. MpUHLMNBI U NTPUMEHEHNE aCCUMETPUYHbIX aNTOPUTMOB LN POBaHMA.
BapuaHT 2:

1. Knaccndukauma KoMmnblOTEPHbIX NPECTYNNEHNNA.

2. Nepapxuyecknin noaxog, K NOCTPOEHWUIO NOJINTUKK 6e30nacHoCTH.

3. NMpUHLMNbI U NPUMEHEHME CUMMETPUYHBIX 6OYHBIX AITOPUTMOB LUMPPOBAHUS.
BapuaHT 3:

1. OpraHM3auMoHHO — agMUHUCTPATUBHOE obecnedyeHre 6e30MacHOCTY.

2. Buabl yrpos.

3. MpUHUMNBI U NPUMEHEHNE CUMMETPUYHbIX MOTOKOBbIX aATOPUTMOB LIMPPOBAHUA.
BapwuaHT 4:

1. MHXeHepHo-TexHMYecKoe obecnevyeHne 6e30nacHOCTHU.

2. Ctangapt 6e3onacHocTn « OpaH»KeBaa KHUray.

3. MpUHLMNbI U NPUMEHEHWNE LUMKAUYECKUX aNTOPUTMOB WKdPOBaHMS.

TunoBble BONpOCHI K 3a4eTy:
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14.
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25.

MprMepHbIl NepeyeHb BONPOCOB A/1A 3a4eTa:

3aKoHogaTeslbHble M MNpaBoOBble acnekTbl 3aWwuTbl WMHGOPMAUUK. AKTYanbHOCTb MNPOBAEMATUMKM 3aLLUTDI
MHPOPMALMNOHHbBIX PECYPCOB.

NHpopmayma n nHbopmaumoHHble pecypcbl. KomnbioTepHble NpecTyniaeHus.

OCHOBHbIE 3aKOHbI, pernameHTUpyloLLne 3aKoHoAaTeNbCTBO B 06/1acTh 3awmnThl MHPopmaumu. MpaBoBas 3awwmTa
no.

NcToYHUKN 1 Popmbl aTak Ha MHPopmaumio. Knaccudumkauma UCTOYHUKOB M GOpm aTak Ha MHPOpPMALMOHHbIE
pecypcbl.

HabniogeHre 3a KaHanamum cBaAsu. [lepexBaT MNOOOYHbIX W3NYyYEeHWU. 3adep)kKa, W3MeHeHue, NnoaMeHa
coobLWeHnn.

Cnocobbl nonyyeHUa naposibHon MHPopmaumm M npaB goctyna. Yassumoctb OC. KomnboTepHble BUPYCHI.
BKNtoyeHWe pas3paboTyumKom B nporpammHoe obecneyeHme HeLOKYMEHTUPOBAHHbIX GYHKLUMIA.

OnpegeneHue noantukmn 6esonacHoctu. Llean nupopmauymoHHomn 6esonacHocTu.

YpoBHUM 6e3onacHOCTU. Peanmsauma nonaMTMKn 6esonacHocTu.

Peanunsauma opraHM3auMOHHbIX U TEXHUYECKMX Mep.

. CTaHgapTbl 6e3onacHocTU. Posib cTaHAApPTOB. «OpaH:KeBas KHUra».
11.
12.

Knaccbl 6e3onacHocTU. KpuTepum oueHKM 3amMLLEHHOCTU MHOOPMALMOHHDBIX CUCTEM.

MeayHapoaHblii ctaHaapT ISO/IEC 15408 u ero poccuiickuin aHanor FOCT P UICO/M3K 15408. MexayHapoaHblii
cTaHAapT MHpopmaumoHHom 6esonacHoctu ISO 17799. CtaHaapT ITU-T Recommendation X.805.
Kpuntorpadmyeckne npoTokonbl. Kpuntonorua, kKpuntorpadma wu  KpuntoaHanns. OCHOBHble MOHATUA
KpunToaoruu.

CTOMKOCTb,  3aLMWEHHOCTb, WMMWUTOCTOMKOCTb, ayTeHTU4YHOCTb. CreraHorpaduA. [oACTAaHOBOYHbIE U
nepecTaHOBOYHbIE WNPPbLI. INEeMeHTbI KpUnTorpaduyeckmx NPOTOKOI0B.

CMbIC/ NPOTOKO/I0B. N1eMEHTbI KpUnToCcUcTEM. Buapl npoToKonoB..

CMMMETpUYHbIE KpunTocucTeMbl. BaoyHble Wndpbl. Mogenb KPUNTOCUCTEMbI C CEKPETHBIM K/THOHOM.

OnwucaHue 6104HbIX anroputmos DES, FOCT.

CraHgapTt wndposaHua AES. Pexknmbl npumeHeHns 6104HbIX WNdPOB.

CMMETpPUYHbIe KpunTocucTeMbl. [ToTOKoBbIE WKdpbl. BIOK-cxema noTo4Horo wudpaTtopa.

CMHXPOHHbIE U CAMOCUHXPOHU3UPYIOLLMECHA NOTOYHbIE KPUNTOANTOPUTMBI. MPUHLMMABI NOCTPOEHUS.

CraHpapt 6e3onacHoct GSM. OnucaHMe NOTOKOBbIX anroputmos A5, RC4.

ACMMMETPUYHbIE KpunTocucTembl. Mogenb KPUNTOCUCTEMbI C OTKPbITbIM KAto4om. OgHOHanpaBieHHble
npeobpazoBaHus.

KpunTtocuctema dnb-Famansa. OTKpbITOe pacnpegeneHue Katoden, cuctema Anddun n Xennmana.

Cuctema PuBecta-lLlamupa-Agnemana (RSA). Kpuntocuctembl Mepkna-XennmaHa u Xopa-PuBecra.

TpeboBaHMA K cucTemam 3awmTbl MHPopmaumn. Obwme TpebosaHuAa. OpraHU3auMoHHble TpeboBaHUSA.
TpeboBaHMA K TexHW4Yeckomy obecnedeHuto. TpeboBaHMA K nporpammHomy obecneyeHuto. TpeboBaHua Mo
NPUMeHeHUIo cnocoboB, METOAOB U CPEACTB 3aLMUTbl. TPebOBaHUA K AOKYMEHTUPOBAHMIO.



